St Clement’s C.E Primary School

[image: image1.png]



Password Policy
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[image: image2.emf]“With Faith, Hope and Love We Can Achieve Greater Things.”

“Love is patient and kind.  Love is not jealous or boastful or proud or rude.  It does not demand its own way.  It is not irritable, and it keeps no record of being wronged.  It does not rejoice about injustice but rejoices whenever the truth wins out.  Love never gives up, never loses faith, is always hopeful, and endures through every circumstance.  Three things will last forever- faith, hope and love- and the greatest of these is love.”  1 Corinthians 13:4-7 New Living Translation

Vision Statement:

At St Clements, we aim to ensure that everyone thrives within our caring Christian community.  

We will use our Christian Values and Bible verse to provide hope during difficult times, gain strength from our faith and ensure love guides us, as an inclusive school family, in all of our actions.  

Our Christian Values: (Guiding our Thinking and Behaviour)

Love- (Core Value that all of our 6 Values Flow):

Faith

Hope

Respect

Compassion

Forgiveness

Thankfulness

DDA STATEMENT

At St. Clement’s we will aim to:

· Promote equality of opportunity between disabled people and others.

· Eliminate discrimination that is unlawful under the Act.

· Eliminate harassment of disabled pupils that is related to their disabilities.

· Promote positive attitudes towards disabled people.

· Encourage participation by disabled people in public life.

· Take account of a disabled person’s disabilities, even when that involves treating a disabled person more favourably than another person. 

Rights Respecting School Link to Articles: 3, 8, 12, 13, 14, 16, 17, 23, 27, 28, 29, 30, 31, 32, 36, 39,

Acceptable Use Statement

The computer system is owned by the school. “The computer system” means all computers and associated equipment belonging to the school, whether part of the school’s integrated network or stand-alone, or taken offsite.

Professional use of the computer system is characterised by activities that provide children with appropriate learning experiences; or allow adults to enhance their own professional development. The school recognises that technologies such as the Internet and e-mail will have a profound effect on children’s education and staff professional development in the coming years and the school’s Acceptable Usage Policy has been drawn up accordingly.
The installation of software or hardware unauthorised by the school, whether legitimately licensed or not is expressly forbidden.

The school reserves the right to examine or delete any files that may be held on its computer systems or to monitor any Internet sites visited.

All members of staff, students on placement, supply teachers etc. must sign a copy of this policy statement before a system login password is granted. All children must be made aware through class discussion of all the important issues relating to acceptable use, especially the monitoring of Internet use.

Introduction
A safe and secure username / password system is essential and will apply to all school technical systems, including networks, devices, email and online educational websites e.g. Times tables rockstars, Class dojo, Gmail, Staff Ipads and Mathletics.  

The school will be responsible for ensuring that the school infrastructure / network is as safe and secure as is reasonably possible and that:

• Users can only access data to which they have right of access

• No user should be able to access another’s files, without permission (or as allowed for monitoring   purposes within the school’s Acceptable Usage policy).

• Access to personal data is securely controlled in line with the school’s GDPR policy.
• Logs are maintained of access by users and of their actions while users of the system.
Responsibilities

The management of the password security policy will be the responsibility of the Head teacher, School Business manager, Online Safety lead and the MGL Network Manager.

All adults and pupils in Key Stage 2 will have responsibility for the security of their usernames and passwords. Adults and pupils in KS2 must not allow other users to access the systems using their log on details and must immediately report any suspicion or evidence that there has been a breach of security. 

In Key Stage 1 class logins will be used but monitored by the relevant class teachers, with any concerns being passed on to the Head teacher, DSLs and Computing lead. 

Passwords for new users and replacement passwords for existing users can be allocated by the Network Technician.

Cyber security:

1. All staff will adhere to the "clear desk; clear screen policy" whenever they are not using their laptops and mobile devices, using control, alt, delete to lock laptops down and a password on mobile devices. This will be checked termly by MGL support. 
2.  Staff passwords will be required to be changed every 90 days. Staff must ensure their password are strong - 3 random words, uppercase letters, numbers and a symbol e.g !. These will be checked by MGL support on a regular basis to ensure they are strong. 

3. GMAIL passwords will also need to be strong and will be changed every 90 days to ensure cyber security (as above).

4. School GMAIL accounts will require "2 factor authentication". This will mean as well as a strong password, staff will also be required to complete a second step to ensure security, for example a code sent to their mobile phone, especially when logging into a new device. In the case of a mobile phone, this will need to be done before pupils arrive in school to ensure staff are adhering to the safety policy. Staff will only have to do this once a day. 

5. Staff will ensure they log out of their GMAIL account and or other services including Cpoms, Class Dojo and Arbor when it is not being used. 

Training / Awareness

Members of staff will be made aware of the school’s password policy:
• Through the school’s Online Safety and Digital Safeguarding policy and Acceptable Usage Policy.
• Through the Acceptable Use Agreement (staff and pupils)
Pupils / students will be made aware of the school’s password policy:

• Anytime they are logging into a school device that requires a login and a password. 
• Through the use of display within classrooms.

Policy Statement
All users will have clearly defined access rights to school systems. Details of the access rights available to groups of users will be recorded by the Network Manager) and will be reviewed, at least annually, by the Network Manager liaising this with the Computing Lead.

The following rules apply to the use of passwords for adults:

• The password should be a minimum of 8 characters’ long and contain 3 random words, uppercase letters, numbers and a symbol e.g !
• Passwords shall not be displayed on screen, in classrooms or in any areas where they can be accessed and shall be securely hashed.
• Requests for password changes should be made to the Network manager via the email ticket system so the request can be authenticated to ensure that the new password can only be passed to the genuine user. The “master / administrator” passwords for the school system, used by the Network Manager must also be available to the Head teacher or other nominated senior leader and kept in a secure place 

The following rules apply to the use of passwords for pupils:

• Pupils will receive a username and password at the start of year 3. The password should be a minimum of 4 characters’ long and contain letters and numbers. These will be provided by MGL technician at the start of the relevant academic year. 
• Passwords shall not be displayed on screen, in classrooms or in any areas where they can be accessed and shall be securely hashed.

• Requests for password changes should be made to the Computing lead so the request can be authenticated to ensure that the new password can only be passed to the genuine user. The “master / administrator” passwords for the school system, used by the Network Manager must also be available to the Head teacher or other nominated senior leader and kept in a secure place 

The responsible person Network Technician will ensure that full records are kept of:

• User Ids and requests for password changes

• User logons

• Security incidents related to this policy.
In the event of a serious security incident, the police may request and will be allowed access to passwords used for encryption.

Local Authority Auditors also have the right of access to passwords for audit investigation purposes.
User lists, IDs and other security related information must be given the highest security classification and stored in a secure manner.

These records will be reviewed by the E-Safety lead at regular intervals with a minimum of once a year.

This policy will be regularly reviewed annually in response to changes in guidance and evidence gained from the logs.
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